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PDM in the Cloud
Considerations, Configurations, and Costs
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Presentation Overview

• Background Information

• Cloud Considerations

• How to (Walk-thru) and demo

• Performance

• Costs



Business Impact of Cloud Computing



Business Impact of Cloud Computing

Company Data Stored in the Cloud

2017 (47%)

2018 (56%)

2019 
(>64% 
predicted)

Source:



Cloud Computing
Advantages

▪ Rapid Implementation and Scalability

▪ Reliability (Uptime)

▪ Reduced Upfront and Overall IT Costs

▪ Remote PDM Administration

▪ Workforce Flexibility

▪ Internet Based (less dependent on LAN)

Disadvantages
▪ Potential License Server Reboot Issue

▪ More Complex Network Structure vs. LAN-based (especially Hybrid)

▪ Internet Based (more reliant on connection)
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Basic Cloud Hosting Configurations

Public Cloud
(Shared Resources, Large Data Centers,

Worldwide Accessibility)

Private: Managed Cloud
(Dedicated Hosting, Off-site)

Private: On-Premise Cloud
(In-House, Self-Hosted)



Basic Cloud Hosting Configurations

Public Cloud
(Shared Resources, Large Data Centers)

Private: Managed Cloud
(Dedicated Hosting, Off-site)

Private: On-Premise Cloud
(In-House, Self-Hosted)



The SOLIDWORKS EULA (3rd Party Hosting key take-aways)
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1. Reputable Service Provider
2. Must Provide Security to allow only Authorized Users
3. SQL Server Licensing (on PDM Professional)



Security Considerations

• Firewall whitelist (AWS Security Groups)

• Proper VPN setup

• Active Directory or PDM Users

• AWS Storage Encryption Options
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Setting up Cloud-based PDM
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Setting up Cloud-based PDM (walk-through)

1. Set up/log in to your AWS Account

2. Create Server Virtual Machine(s) and Storage

3. Create Network Infrastructure

4. Test System
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Setting up Cloud-based PDM (Instances and Volumes)
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Instances

Volumes



Setting up Cloud-based PDM (walk-through)

1. Set up/log in to your AWS Account

2. Create Server Virtual Machine(s) and Storage

3. Create Network Infrastructure

4. Test System
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Setup Security Groups

1. Set up/log in to your AWS Account

2. Create Server Virtual Machine(s) and Storage

3. Create Network Infrastructure
A. Setup Security Groups

B. Setup Certificate Authority

C. Setup Certificates

D. Setup VPN Endpoint

E. Setup VPC Subnet

F. Configure VPN Endpoint

G. Setup Client VPN Software

4. Test System



Setting up Cloud-based PDM (Security Groups)
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Security Groups - Inbound



Setting up Cloud-based PDM (Security Groups)
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Security Groups - Outbound



Setup Certificate Authority

1. Set up/log in to your AWS Account

2. Create Server Virtual Machine(s) and Storage

3. Create Network Infrastructure
A. Setup Security Groups

B. Setup Certificate Authority

C. Setup Certificates

D. Setup VPN Endpoint

E. Setup VPC Subnet

F. Configure VPN Endpoint

G. Setup Client VPN Software

4. Test System



Setting up Cloud-based PDM (Certificate Authority)
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Certificate Authority



Setting up Cloud-based PDM (Certificate Authority)
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Setup Certificate(s)

1. Set up/log in to your AWS Account

2. Create Server Virtual Machine(s) and Storage

3. Create Network Infrastructure
A. Setup Security Groups

B. Setup Certificate Authority

C. Setup Certificates

D. Setup VPN Endpoint

E. Setup VPC Subnet

F. Configure VPN Endpoint

G. Setup Client VPN Software

4. Test System



Setting up Cloud-based PDM (Create Certificates)
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Setup VPN Endpoint

1. Set up/log in to your AWS Account

2. Create Server Virtual Machine(s) and Storage

3. Create Network Infrastructure
A. Setup Security Groups

B. Setup Certificate Authority

C. Setup Certificates

D. Setup VPN Endpoint

E. Setup VPC Subnet

F. Configure VPN Endpoint

G. Setup Client VPN Software

4. Test System



Setting up Cloud-based PDM (Create VPN Endpoint)
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Setup VPC Subnet

1. Set up/log in to your AWS Account

2. Create Server Virtual Machine(s) and Storage

3. Create Network Infrastructure
A. Setup Security Groups

B. Setup Certificate Authority

C. Setup Certificates

D. Setup VPN Endpoint

E. Setup VPC Subnet

F. Configure VPN Endpoint

G. Setup Client VPN Software

4. Test System



Setting up Cloud-based PDM (Create Client VPN)
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Configure VPN Endpoint

1. Set up/log in to your AWS Account

2. Create Server Virtual Machine(s) and Storage

3. Create Network Infrastructure
A. Setup Security Groups

B. Setup Certificate Authority

C. Setup Certificates

D. Setup VPN Endpoint

E. Setup VPC Subnet

F. Configure VPN Endpoint

G. Setup Client VPN Software

4. Test System



Setting up Cloud-based PDM (Create Client VPN)



Setup Client VPN Software (OpenVPN)

1. Set up/log in to your AWS Account

2. Create Server Virtual Machine(s) and Storage

3. Create Network Infrastructure
A. Setup Security Groups

B. Setup Certificate Authority

C. Setup Certificates

D. Setup VPN Endpoint

E. Setup VPC Subnet

F. Configure VPN Endpoint

G. Setup Client VPN Software

4. Test System



Setting up Cloud-based PDM (Certificate Manager)
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Setting up Cloud-based PDM (Modify Certificate)
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Modify to suit your specific VPN 
and Network Requirements



Setting up Cloud-based PDM (Completed Setup)
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Performance

• Compute Resources (Server CPU, Memory, 
and Storage) can be Rapidly changed to 
accommodate load changes

• Depends primarily on your Internet 
connection speed, local Internet traffic, 
and local network set up
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Costs/Considerations

• AWS Charges by hour – Monthly prices based on 720 hour month

• EC2 Compute Resources
• License server (t2.micro) – $11.66 ($0.0162/hour)

• Combined archive/SQL Server (t3.xlarge) – $172.80 ($0.24/hour)

• EBS Storage Resources ($0.10/GB/month)
• License server 30 GB OS drive – $3.00

• Combined archive/SQL Server 30 GB OS drive + 50 GB data drive – $8.00

• Certificate Costs (1 time, can be done outside of AWS)
• Private Certificate Authority $400 – first 30 days free, can shutdown after 

certificates are generated

• $0.75 per private certificate generated
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Costs/Considerations

• Traffic Costs
• Inbound traffic is free

• Outbound traffic is $0.10/GB

• VPN Costs
• Client VPN Connections ($0.10/hour + $0.05/hour/connection) – $72+

• Site-to-Site VPN Connections ($0.05/hour) – $36

• Direct Connect (1GB dedicated $0.30/hour + $0.02/GB outbound data) – $216 

• Backup Costs
• Drive snapshots can be saved to AWS S3 (99.999999999% durable) $0.023/GB
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Costs/Considerations

• Total Cost Estimate – 100 GB vault, 10 users, 10 GB traffic each
• $11.62 License server 

• $172.80 Database and Archive server

• $16.00 Disk storage

• $36.00 VPN access

• $10.00 Traffic

• $23.00 Backups

• $270.00 Total per Month

• Ways to reduce price
• Don’t run servers 24/7

• Use reserved instances 1yr (-40%), 3yr (-60%)
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Live Demo of Cloud-based PDM
(time permitting)



Questions?
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Thank you for Attending!
Please remember to fill out your survey form


